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The invention-relates to a method for identifying' abuser; Of :a]'hfeWork7 siifcX'fe the Internet, said nefAyo^'ipqludi 'cljenlts and 

; several remote serVen/ " At feast' at least one client with a network'* accessible document," such as a 
i hypertext document, in response.^ avreq^est .tnansn^itted by the client to said remote server. The method includes the steps of denning at 

least one individual user profileVcbnsistirigfef Information about the user, such as age, sex, interests, etc., and being provided by the user, 
r storing-said" at least"one*predefined"user" profile in a/jnernory means associated with; the clienti^sele^ng one of said at least one "predefined 
; user profile in accordance with the user that is currently- using' the client for accessing the nerAvork/to^rn^ profile 
1 to the rerriote server^ and receiving the selected user. profile at the remote server, before said document is provided to ~me\ client.;; 
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METHOD FOR IDENTIFYING A USER OF A NETWORK 
Technical field of the invention 

The invention relates to a method for identifying a 
user of a network, preferably a wide area network, said 
network including several clients and several remote 
5 servers, wherein at least one remote server is adapted to 
provide at least one client with a network accessible 
document in response to a request transmitted by the 
client to said remote server. 

In particular, the invention relates to a method 
10 for identifying a user of an Internet client, -said client 
being connected to the Internet and being adapted to 
receive a hypertext document from a World Wide Web site 
provided by a remote server . 

15 Background art 

When advertising or displaying information on a 
network, e.g. the Internet, the advertiser or information 
provider is. normally primarily interested in reaching a 
specific target . group,. This is a serious drawback for 
2 0 Internet marketing. 

On the Internet /hypertext documents (e:g. HTTP 
documents) are ; linked to each other, constituting a 
complex structure', referred to as the World Wide Web 
(VJWW) . One document can be called a WWW-page, a group of 
..25 related documents can be called a WWW- site. To access the 
• WWW-pages " and sites ,,. . clients connected to the Internet 
are equipped with a .'hypertext interface, called a 
..*..:■•„. browser. 

Known methods .for advertising on the Internet. 
30 " v include displaying 'sfnaller pieces of commercial .or,.. — ' 
information as^a; pa^t of a larger -WWW-page . These'.'piece^ 
are called "bSrirfers;^, and can contain graphics, hypertext 
links etc. Ano^tWsr fffiethod is to display a second. WWW-page 
called a "pop^up" in a new browser window. The material.. 
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in the., banner or .pop-up can be related to the contents of 
the currently: visited site,, ensuring .the provider of the 
banner or pop -up that the banner or pop -up reaches a 
certain target group,. -namely ..the ; .visitors of the specific 
site. For example,, a WWW - : site. : ..that - contains information 
about used cars may. have .,a. banner that . promotes a used- 
car dealership. : : - ■,- 

However, the advertiser can only : hope .to reach a 
certain user during the time the ..user visits the WWW- 
site. Once the user leaves, or -if the. user never enters 
the site, it is not possible to expose . the user to the 
advertisement. Nor is it possible to distinguish between 
: users of different age,, nationality etc An American site 
may well. be visited by a, user, located , in Europe, and this 
a5 user may not be interested in, the .same banner -promotion 
that American visitors are ,. . • . .. 

According to one method, utilized, by . Doubleclick 
inc., information about the , user is attained by accessing 
• the users IP (Internet Protocol), address . . This address, 
consisting of a number of digits, e.g. 199.12.345.6, is 
- compared -to a database ,. and information about the user, 
i.e. country,-, state and area code, are extracted. This 
information is used to . select banners that, match the 
- .user . . However, .the. information is not . very extensive , and 
2.5: the targeting of : advertisements is, therefore limited. 

: : one way to ensure a better , targeting of information 

> on the Internet -is- to define, a user specific profile for 
-each, internet, user, and,, to. communicate this profile to a 
■ server , said server . being provided, .with means for 
3-0 .-.accessing-, pieces, of information or other material , e.g. 

-^advertisements, : and ior .associating .each piece of 
u , material with ,a -certain target, group.. Said, server is 

.provided jwith means, for ,fur,ni ; shing.,xhe material to users 
■'■■...■Li having.- a user prof ile, that, corresponds : to said target 
35 group, without being dependent on the users current 
, whereabouts . on.the , Web^ Thi ? methods ..currently utilized 
?: . by the. applicant.. .. r -- : : . , : . ; ; ' ..-.? :; ■. ■ 



20 



WO 00/29982 



PGT/SE99/02058 



3 

One particular ; way to accomplish the provision of 
material from said" 'server to" the user is- to download it 
"to the client while" the 'client' s. ; connection is idle, for 
example when the" user is looking at a previously 

'5 downloaded WWW-page : / - and ' to present it during -the time 

while the client ; rs busy downloading a -new WWW-page. One 
such solution is for example mentioned -in the US patent 
' 5, 572 , 643 . ' ; : " v • ■ " 

"This system can 'preferably be -utilized to present 

10 the user with a link t'c'a site that -he/she is expected to 
be interested in. This is a way for a WWW-site provider 
to attract more ' interest ing visitors , and a way for the 
user to quickly find new, interesting WWW -sites. A 
drawback with 'systems of this kind is that although the 

15 advertising' material is : directed^ towards specific target 
groups, the sites themselves, that hopefully ■ are visited 
by the users', ' cannot be 5 adapted to a specific user. This 
is especially desirable when the user visits the site as 
ari immediate result o J f an " advertisement presented' to the 

2 0 user . 

According to prior art, , a customization of the 
material ' on a WWW-site can be accomplished by the;; use of 
"cookies"; A' cookie is a file that has been stored" on a 
client" from' a' specific" site. The user profile can be 

25 communicated to the remote' s'erver.'for- example through a 
submitted HTTP-form; The' remote server packages the 
information and returns it to' the client in the form of a 
cdokiei which is stored as a* -file on the client . When the 
client subsequently requests a L WWW-page from : the remote 

30 server," the cookie file * is at tab he d- . to r the • request . The 
remote server processes the' ; request , '^and: can :.use the 
information In- the attached f cookie to -customize the 
document . The WWW - pag e : ' i^ theh provided ^t'oxt:be client . 
" Hbwevef;' "the use ■■ of cbofcies • has several- limiting 

35 factors. **" -'■ , : < \ 

" " "'Firstly', ;e 'a c6okie : that has been stored on a client 
from a specific site can only : be read 'back from that 
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exact site. ■■Therefore, .the .-..infcormation'.: in the cookie is 
site-dependent, and not accessible ' from . another site. As 
a consequence, .a f irst' vvisit :to ^the site is always 
necessary - in order, to .cfeate-a user, profile that the site 
5 subsequently can use for:' customizings the - site . 

h Secondly, cookies'iare^not Internet-user specific, 
• rather operating : system specif ic . In many, cases, this 
means that all users of the: same client computer share 
the same cookies. In some'"cases, for example if Windows- 
10 NT is used, every different - user., of the operating system 
can have an individual set' of \t cookies . - Still, .the cookies 
are 1 'associated with the. operating system . user . When 
different users: share operating' system user- ID., the 
\ information in the cookies stored, oh thev client will not 
15 be able to distinguish . between . the different users. 

Thirdly, once the user -has; accepted the .storage of 
a cookie on the client , . this, cookie is: generated and 
appended without the control of; the: user.-,;! ;and.' therefore 
can incorporate information from the user/ s behavior on 
20 the Internet . As a result, .a cookie: may well identify a 
' client computer in. a way that the user, does: not agree 

with. 'A user that one day visits several sites- relating 
-" to .real' estate might not", actually: be interested in real 
estate. He/she might be- adding- research for -.someone else. 

25 . . , : : ^ , . " - ' ; , . 

- Summary of the; invention " r i : ■•- 

The -present ^invention; provides, a solution to the 
: above mentioned problems . : ; - ■•• . 

. . A^first robject' of the. present" , invention ^ is to 
3:0 provide /.a - method, .f or communicating a standardized,-' user 
specific profile to :a remote -server; .in a met work, 
: - ; especially , to servers- .providing; :WWW- si tets on the 
: , , Internet \ .. .r ■: :viv~- r 3 .*u. nc: ^.v -;i\ 

■; _-.a second .*: obj ect., of ~thev'iOTeLs:ent: rinvention is to 

* 35 provide, a method .'..for -receiving hsaidHUser specif ic: .profile 
- f -: at:, avremote . server, enabling :'?s ? aid..::remote:: server to use 
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•the information . in, :s.aid .user ■ prof ile , e.g.. when providing 
information on .the -WWW-.. . - - ; . . v; 

:A third object ..oi vthe .present .; invention is to 
provide a . method for . allowing said profile- to be defined 
5 and updatedrby ; the juser. 

; .These. and otheriobjects are accomplished by a 
method for .identifying- a user of a network, such as the 
Internet, said network, including several clients and 
several remote servers wherein at least one remote 
10 v- server is' adapted .to .'provide- at least one client with a 
network. 1 accessible:' document, such as .a hypertext 
. document, in response ; to- a request transmitted by the 
client , to; said. remote server. The method includes the 
steps: of. defining : at least one user profile consisting of 
15 : ..information about: the: user , such as age, sex, 

nationality, . .language-, interests etc., .and being provided 
.* " by the. user , - storing, said, at least one predefined user 

prof ile . in a- memory- area of the client, select ing, -one of 
said, at? least one predefined user prof ile .in accordance 
20 ' with rthe user that is. currently using .the client for^ 
accessing' the network:,, communicating the selected user 
profile to -the .-remote server, and receiving the selected 
user profile- at the. remote -server, before said document 
is: provided :to: the. client . . 
25 By using this method, a server that provides a 

client with inf ormat ion wer ,.e .g'. the Internet has access 
to a user specific profile .'describing the user that is 
currently using the client . This enables the server to. 
'..r adapt : the ..contents : o.f .for example hypertext documents 
.. : 3D-" 'comprised in ;a. •WWW.-sitev in :accordance .with the user that 
: :is . currently ;acees sing them. ■ .: ; : : : 

This: presents;- entirely new, means .f or -directing the 
information on the server towards different ^groups of 
" people v -:F.or ; example;,: ;:again referring " to - a WWW- site 
• :3 5 • "'marketing ua. ^used^oar ^dealership the appearance of the 
o:i .csite::.caricb:e':allowednU6;; ; vary depending ".on. what;; age , etc. , 
the user has. A young, not married user can be presented 
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: -* with " information about-fast,-' -sporty -carsi while the 
middle-aged-- father ; or -mother of three children can be 
presented with' informatics and so on. 

Of course,- this is ?; -desirabTe "f -rom an advertiser's 
5 : point- -of view/' -A 5, WWW-campaigri -or a permanent marketing 
WWW- site will be tremendously- more effectives when given 
this possibility to direct "the material towards each 
individual- -visitor ■ ■ >' 

At the same time, however-/ the user -also 7 benefits 
10 from the system. Each time the user ^visits" -a WWW-site 
applying the method according to the - invention, he/she 
enters a WWW-site adapted to -'his/hers interests, age or 
profession. The endless visiting- of sites ' that- are not 
really interest ing decreases and' surf ing- ori 'the Internet 
15 becomes more "efficient 1 . •■' •- ' "■ --^ ■ ■'■ - -- 

According to a first- embodiment 'of the present 
'invent ion > the profile : is communicated to th^ remote 
server by appending a character sequence to the request 
transmission made by the client to- the remote : server , 
20 said -character sequence having a predetermined '-format and 
representing the selected user profile,- in which case the 
user-profile can be received by extracting- said character 
.. sequence - from the: request . ■■■ ■ "*• - : " - : ' 

- In this way, the ' communication . of the prof ile is 
25 v -achieved with a. minimum of " effort I- The request- 

-■" transmission, -which" -in any - case is- made- to the server in 
order to receive the' WWW-page requested by the client, 
can be extended to include said character sequence, 
without causing - any noticeable • delay 1 ' - : ;;v - - 
3 0 - ■ ■ " - • TKe- : request transmission- can - be ? initiated by- the 

* '•network-' iht erf ace , e . g . a HTTP -browser "*, and the character 
sequence can be appended by means - f or communicating a 
- user-prdf ile;^' provided ^h thK client^' 
' 5 * r " : ■"••-vs.:. --This facilitates^ : imj>lfem6nfci^g^-t^- m4th'6d on a • 
'■-•$5 - clifeht that presently cbrnTnuhicates^^ the 'network with 
: " an 1 existing ' interface . -" ! - or 5[d5;.;.s-';s ::. 
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The character -sequence- can be, encoded by encoding 
.,• means provided in the :i client and- can be decoded by 

decoding, means in the ;,r.emot : e "server. This ensures that 
-the information, -in .a.:iuser - specif ic profile only is made 
5 available to those—rerrpte servers that are authorized to 
access - the ,:..inf orjnatiqn . _ ^ ; : ■ - 

Further,- --a r key -handling server, can provide said 
encoding means and said decoding means with information 
regarding if and how. . said character sequence is to be 
10 encoded .and- decoded respectively..- 

Alternatively, -according, to a , second embodiment of 
the invention, the -prof ile is communicated to -the remote 
server through a -procedure , where the client-makes said 
request : to ; the-remote : . server , the remote server makes a 
15 second request, investigating whether a user profile is 
available - at ; the --client .and requesting said user profile 
i: - from the client, and the client responds to the 
. investigation by transmitting the user profile to the 
- -remote- server , 
-. 20; ./ _ This procedure, is : somewhat more complex than the 
-suggested method of attaching a string sequence to the 
: request - transmission./ but will nevertheless only cause a 
negligible delay. An advantage is that according to this 
procedure, the . : prof. i I.e. is only communicated when the 
25 remote server requests .it.-. Many unnecessary transmissions 
••. of user -.profiles- are a.voided _ f : The conventional request 
transmission is left;, unaltered;. - ^ 

. Further, as., the client..; in- this procedure only 
communi cates =; Jbhe.;. user profile after . a ..reply from the 
\r 3 0/ ;;.remote - server-, - . unauthorized access. ,to., ; profile inf ormation 
- - may be eliminated-.' '^An-, authorization - check, may. : be included 
: . . in the;prpcedure. i v -- . .. - • .:. ,.. - 

Said/ user 0 prof ile can. further comprise ? .a user ID, 
: ^hieh- enables from a second 

..3.5 .,.*• remote .s^e^:;^iGtedit value, . :; .representing.-; a .number of 
points available to the user -in a point-, based.- credit 
system 
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; Credibility,- systems^ according; to prior art are site 
based, meaning that .a., .user;.-, can . earn, and spend point at 
one specific WWW-site. With the present invention, it is 
possible to include a, pointy the user specific 
5. . profile ..enabling :a remote.; s.er.yer ' to access a the number 
of points -a user. ;has- ; -available :;$t.. a- f point server. This 
makes a centralized .pointy system possible , where a user 
-can spend and e.arn points . at; dif ferent sites.- 

1 o ■ Short, description- of the drawings , , ; : 

.The .invention will :.npw ,be ;desGribed :: more in detail, 
■ with reference ..to the drawings, -where: 

;-. Fig 1 represents .an example; of ,-an environment in 
• which *the method according -to . the - invention _ -is 
15 ' applicable , r-:\, •:. . ": 

Fig 2 is a schematic ^representation, of- the 
• advertising; server in fig 1.. • ; ~..< : rr : 

Fig 3 is a schematic representatipn r of,. the client 

in fig 1*. . ... z. ; . • 

20 Fig 4 is . a .schematic representation -of - the -remote 

. server in fig 1 . 

Fig 5- is a schematic - representation r of how a 
client, . the -advertising server,.-, a, remote seryer and a key 
■ handling.: server, are. ..connected: to .each other. 
25 Fig 6 is a. block diagram illustrating the method 

according . to-; .the . invention, r .-- r : ■ 

Fig 7 is a block diagram : illustrating a first 
embodiment: of' a- part, .of the? method;" according to the 
. present, invention.; ;. • - - /, -■ : ••;•; •; .. : . : „ • -^j ::y.., 
3 0 J .'.-j Fig :8,'Shows -;anr'examp;le.pf:ra jeguestv^ccording to 
-prior., -art ^ z :v., - :. r-,v : <y ; .-V- . -.; .' ; -*\ 

. , • - .;• ' . -.-F ig. 9 . shows ;an exanp 1 e . : of r a . reque s-t according to 
' ^ " - ithe ^invention. . l nciaE z.Kauzi::: /."^n;;: i 

. ::^-ocr; Rig 1-0 is a ; -'blocJfi Lciiagr^m; i^llustratingr a second 
-.3 5 : ^embodiment o£.a part -of* -rtfctfe -*nfetb:Qd -accqrdi-^g to the 
■ : r .. . :vipresent --invention.; ...zss'zen , :;\; "0x^2 £<-#nzv:i 
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Fig 11 is* a 'schematic representation of a point 
server and -a ' remote " server 

• Detailed' description 
5 ' -Fig 1" shoWs - preferred environment .in which the 

method- according -to^'th'e "present invention :is applicable. 
In fig 1-y a : -client - -.l: Is ■•■connect able" to a remote server 2 
in ; *a wide area 'network* over a transmission line 3, using 
for example TCP/IP. The server 2 provides the client with 
10 network ac'cessible^dacuments. .4'. In .the illustrated 

example, the : client "is -connectable to -the remote server 2 
via an Internet Service -Provider (ISP) ''5' connected to the 
-World-Wide Web (WWW) - 6 -and- the network /accessible 
documents are '-hypertext -documents 4, stored on the remote 
15 server 2. When a user 7 connects the client 1 -to the 

' Internet via the ";ISP "5, 1 an Internet session is commenced, 
enabling the user to access documents 4- available on-:the 
World -Wide -Web ' . ^ ■ • y 
The client 1 can also be connectable to an 
2 0 • advertising server * 8 . Preferably the advertising server 8 
is connected to the Internet, and communication between 
1 the client and .the advertising server 8 can take place 
over : the Internet;'- The method- according ta the present 
invention" is^- howe\rer~ not limited to the environment in - 
25' the' illustrated example in fig 1.- 

The client 1 will: 1 now^be -described, more, in detail, 
- with reference to f ig 2 . ^ - - • 
'• - : ■. - • The- client is- provided with means 10 f or displaying 

hypertext documents, hereafter called- a browser 10. The 
] 36 : - browser - ; acts as 7 an-> i'nter-f ace -between 'Jthe user 7 and the 
WWW 6. When the user clicks on a hypertext, .link in a 
-hypertext- document^ "p'revidusly downloaded to the client, 
a request transmission 12 is made from t'he^clrient to the 

■ ; - remdte^-server 2- -priori ding -the. requested document 4. 

■ -3*5 Normally '-it ^is^^l^ browser ^ 10 that executes Jthis request 

transmission 12, hereafter referred :to^as-,a: "request" . 
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'"'Further, the~- client"- is provided with' means 14 for 
defining' -alt least one-- user specific profile 1'6 and 
selecting one' of said at "least one user specific profile 
16. A* storage means 1-8 / "such as a ' disc , " is arranged to 
5 store the at least- one* user profile 16. Said means 14 for 
defining and selecting ; sa±d : pro'f ile 16 can be provided as 
a software included in the 1 browser 10, or by a separate 
software, and can be initiated before the- Internet 
connection is 'established, or at* any time during the 
10 Internet -session. '* '" * J ' 

The client is further provided with" means 20 for 
communicating the profile to the' advertising server 8 and 
any remote server 2 that -provides the client with 
documents 4 . According to* a preferred embodiment of the 
15 invention, said communication is accomplished when the 
client requests information from" a remote -server . Said 
means 20 for communicating the prof ile 1 can be 
incorporated in the browser 10, but : may equally well 
comprise a separate, stand-'alone software. 
20 ' ■-' " Also provided in the client are encoding means 19, 
arranged 'to encode said profile 16 before the profile is 
communicated to a 'remote "' server . 

Referring to fig - 3 V s "said' advertising' server 8 
contains means 22 for storing a plurality of- links 24, 
25' ' pointing- to -material :: 26 provided on the WWW by different 
advertisers, who have defined to what specific target 
groups they ' want to - expose their material 26 . The 
' '* ~ ' advertising server 8 is further provided with means 28 

for select ing : suitable links' to furnish "to a. user, and a 
30* : WWW-' interface 3 0 for receiving said profile 16 and for 

"transmitting selected links 27 to the : user ,' in order to 
* ■ enable' the user to receive advertising material 26 that 

11 rriStrfchds" his/her interest s' f "sex, : ^ge, j -etc:, a£ defined in 
- " r * :j " tfie""prof ilfe 16 . : '~ : ' , ~ .. . 

3 5 Said means 2 2 for storing 1 inks can -comprise a 

' ' ' 'database 23 , s tor ihg r ' each' r iinSc a '2 4-- together with an 
' *'* "assdeiatecl array- -25 of suitkble ;: criteria, 'describing the 
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type of , user that the., material . is . intended for. Each 
array. 25. of criteria, ,is preferably defined in the same 
.way as the. user prof die 16,. in order .to, easily establish 
whether a specific user profile matches the criteria 
. 5 . associated with, ..a., specific link 24 

- ., . Further, according to the invention, the remote 

server 2, shown in. fig.. 4, is provided with means 32 for 
receiving., the user .profile , and decoding means 33 for 
.decoding an encoded user profile.. These, means 32, 33 can 
10 be included in a conventional WWW- interface 34 that 

receives a request .12? from the client and in response to 
., . .... -the request furnishes, the . client with a document 4. 

However, said means .32 , 3 3 can equally well comprise 
separate software. . In ..either case, the means 32 may 
15-. utilize, the WWW- interface 34 to communicate information 
. , over .the Internet. , 

The function of the above described system will now 
be discussed.. , 

In order ..to .ensure efficient displaying of 
20 ; advertisements or information to a selected user group 

the user 7 o ; f the client..! identifies him- /herself ..before 
connecting to the ISP , server 2 and commencing the ... 
Internet-session. . , The, identification includes defining a 
profile 16 consisting of any, number ..of specific pieces of 
25, information, .about the user, .such as age , r , sex, interests 

-etc . . . • _ * ■ . , ...... , .. . .., ' ■ . ■ , 

■ As .the user ,7. connects the client 1 to the, 
Internet, or at .any time while the., user is connected to 
the, Internet , the .user selects.., a . predefined user profile 
.3 0... -16 ^tored on r; the , disc. .1.8 V . using the.:, software. -.14 ... . 

... .Naturally , . the f irst , time a. specific ..user 1 uses the . 
{..client: 1,, a new profile is defined using the„ software 14, 
. „ v - and if /; . .at .any time ..the..,user wants to r chaug^ -.or amend 

his/her profile, this can also be accomplished using the 
.35- . : . -..software,. 14 * r , : ,. r : :; - ; ,, ; : - r 

— ,-i -i r y . ,,,As^the :; user . pd.e.cts,.. a. user profile. 16,. .the 

-advertising... server, 8 .is notified that, a selection has 
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been made, and -the. selected user profile is communicated 
to the advertising .server, 8-.; The means, 28 for selecting 
at least, one- link 27 perf orms a .comparison of the user 
profile 16 and the arrays -25- of characteristics that are 
5 stored in'; the database ...23-o'Afc -least, one .link 27 

associated with .at least, one, matching array. 25 is then 
transmitted to the means? 30, for --sending links to the 
. fc client ■ 1 , and subsequently -sent to, the .client.. 
; The- links 24 are . preferably hypertext , links , 

10 pointing -to. material 26 comprising hypertext documents 
containing, sound, graphics etc., and in . part icular 
...containing hypertext links - to -far example the. 
* advertiser's WWW-sites . : . . • ... •••• • . 

According to prior -art , the. material 26^ pointed to 
15 by. the links .27 can be - downloaded to the. j client ; 1 while 
the client's Internet connection, is idle , ; thereby not 
affecting the user' s Internet . access ..Then, while the 
client is busy accessing new sites : on .the WWW, the 
documents pointed to by the links 27 can be displayed on 

2 0 the client,. • . 

The material 2 6 can also. comprise graphical 
material suitable for displaying on the screen of the 
client 1 ■ as background r pictures . : These., -background 
pictures, could for - example,, be dgwn.loa.ded .during an 
25 Internet session when, the _ .-user .7 is .connected tq. the 
internet, and then be ;displ.ayed on the - screen of the 
client 2 while the client is not connected to the 
Internet.; . / ; .:• 

According;, tq the. method, of the ^ invention, said user 
30; specific.- prof ile 16 _ is ; further- communicated to any remote 
se.ryer- ^^-.providing the .client with documents 4. The 
complete, procedure is : illustrated;!^: fig 6> :; 

Of course.), the is- not 

.,..■■:*.■_-.? essential to; the invent iqn> Itj .is , included in the 

■ 35 - ; discussion primarily - , to .serve -as, : aa example, of how the 
■ ; i-dent if i cation ^ method aecq^ can be 

.. v. -utilized. ■ ■•..>:■ r : J:.-; ■■ '- ' '■" 
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First > ... in- stdp^ -'4-0'., - a user profile-- is defined by the 
user. Then, in step' 41v the user profile is stored at the 
client 1 These steps 4 0 , '41 dre- performed for every user 
that use'& the client 1 to access the Internet. In step 
5 42, the user 7 cuirrent-ly using- the client i selects 

his/her- profiler aM<f this- prof ile 16 is communicated to 
the remote server- 2 : -in • step ■ 4 3 . The remote server 2 
receives the prbf-ile: T6 - : in - step 44 , and can adapt 4 5 the 
requested- document 4 •■" in accordance with the profile 16 
10 before' the document ."is provided 46 to the client' 1. 

According to one preferred embodiment, a block 
diagram. *of. which is : illustrated in fig:7, said steps 43 
and 44 of communicating- and receiving- a user profile are 
achieved -by~ attaching a character sequence to the request 
'15 12/ made from the client 1 to the remote server 2, and 
subsequently extracting said sequence from the request. 

- The request -12 - normally has the appearance shown in 
fig 8. -According to the invention, the user profile -16 is 
attached to the request, for example by adding a line 
2 0 reading "Profile: xxxxxxxxx" or its equivalence, where 
each x represents an ■ information carrier, preferably^a 
-binary digit (see- fig 9) .Of -course, the exact 
formulation of this'' line is not limited to the abovej; 
stated example-. . However ^ it - is important that the format 
2 5 is known to the remote- server. ^ 
' " ■ 'The relationship ^between the information carriers 

in the user profile and the different qualities of the 
user, such as age, sex, nationality etc., is not 
explicitly- stated Additionally ,- it is not -necessary to 
" 3 ""0" ! attach' the' complete- user prof ile' to ' the request but 

instead a smaller abstract", may- be ' attached. Information 
about what- information is- included - in -the- request is only 
■*■" distributed^ to ; autJibriied' servers-/ a 
: : -Preferably-, the 1 -, user prof lie is encoded by encoding 

J meail's 19 : ' in r a:- ^uitatble ■- way , -enabling -only the remote 
.:. - .se-t^^s-'tha means - 3-3 to read the 

user profile. In this case a key handling -server 50 
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provides' 1 the -encoding means - 19 in -the ' client 1 and the 
decoding meank -33 in "the * remote - server 2 "with information 
51 regarding if -and "how ' T tfife -prof ile is- encoded and 
decoded respectively:' This encoding^ can for" example 
5 consist o'f a conventional* left or right "shift operation 
of the bits comprising the user : protrle- : or user profile 
abstract.'" - ■" 

;; The ? procedure for communicating the - user profile or 
user prof ile- abstract -to" the remote server is" shown in 

10 fig 7. In step 52- the user- profile is' left 1 or ; right 

shifted.' The profile is then attached to the 1 request in 
step 53 and transmitted to the designated remote server 
in step 54. These three steps- 52 / 53 , '54 : are : accomplished 
by the means 19 and 20' iff connect ion' with the browser 10. 

15 The remote server receives- the* request in the 

conventional way in : step '55% and' "subsequently- extracts 
the profile in steps 56 : and '57 . The 'above mentioned means 
32 for receiving the- user' profile ecre adapted to 
determine 56 the presence of the user profile in the 
'20 request and to extract 57 the 'string sequence from the 

request. Finally the- extracted string sequence is decoded 
in step 52 . - : " - ! — ' - 

■ ' According to an alternative embodiment , 1 the steps 
43 and 44* of communicating' : arid receiving the- user profile 

2 5 comprises the procedure illustrated in fig 10. 

* When the remote server 2 ~in step' 6 0 receives a 
request from -the "client 1/ a reply 63 is immediately 
' transmitted 62 ; to the client 1, asking for a user 
profile. This' "reply '63- needs -only be - transmitted if the 

3 0 remote ; server 2 is authorized : t6 ! ' : access the user' prof ile 

arid'-if tiie remote "server 2 r: ±s 'interested -iri the user 
'prbfilei of the user f currently ^requesting a "document from 
the remote server 1 2 . The 1 ; ^epiy'?63 i^^trarismitted from the 
'meank 32 : for f ec^ivifig^ a "'user -profile /^'possibly using the 
; 35 ~ WWW- interface 34 . 1 -' : -Y V„ &-ro ■, ( 

t:; -ih' the cas^ a~ useif'-pfol iHs'^lH' -isVdefi'hed 64 at the 
client 1, the profile is transmitted 66 to the remote 
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server. . The reply 63 .can include instructions to the 
client, r eque s t ing -only - an abstract of- the user profile 
16. This way/ the .remote server 2 only receives the 
profile information that it -has use. for . Additionally/ 
5, the steps 43 and-44 -require less t ime . if , only a small 
part of the profile 16 is . communicated . 

In the case a user profile is not defined 64, e.g. 
if the client is. not, provided with the means 14 for 

defining and .select ing. , a user profile, no profile is 

10 transmitted to the r remote server 2. Possibly, a message 
is sent to the. remote server indicating this, situation, 
or. -preferably .no, action is taken 68. The means 32 receive 
the transmitted user- prof ile 70. 
- , - In . either, one^ of. the two described embodiments, the 

.15 key .handling server 50 may provide the client with 
information regarding which remote servers 2 are - 
authorized to- read or alter or append the user profiles 
16. This can be especially useful if no encoding scheme 
is utilized. 

20 • ~ Which parts of the profile. 16 that are communicated 
to the remote server 2 can also be determined by the key 
handling server 50, or for example the advertising server 
8. : This ensures- a dynamic profile handling method, :1 where 
the; provider of a . remote, server. 2 can choose which parts 
25 of a profile that are needed at. the. remote server 2, and 
v where only these parts. are provided to .the remote server. 

After . following the procedure, outlined in figs 7 
-or 10, the .remote server has access to user specific 
information. This .information can .be used in any number 
-3 0 of . ways . in order: to. f urnish the user . with .directed 
. information. The information can also be used, for 
- , statistical purposes, in order to monitor .-what groups of 
• ■■: r : users .visit a : . particular WWW- site . , . , . . Czr . - T . 

.Specif ically t ,, ; ,a -user can be exposed . to,, a hypertext 
35 link in ome of the pieces of material 26, .directod to the 
viser,,^y r the r advertising ,.server : 8 . ..When the user follows 
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the link, the WWW -page provided to his/her client will be 
-customized. ^ - / ..Vi&- ' 

. ..Iri' ;a certain embodiment of -hte present invention, 
the profile may -be constantly ^updated to ' include a 
5 history :of .the user' s -Internet ■. surf ing . This history can 
then be accessed -by, any remote "server- authorized to read 
the profile- - _ ■■ ■ .... i ... 

In one use the - present ^invention; illustrated in 
fig 11, each user specific profile 16 can include a point 
10 ID 80. A point server . 82- is connectable to the network, 
: e.g. the Internet, said point 'server ^comprising a point 
■ database 84, associating- a number of points-^86 with each 
ID 8 0v The, remote • server 2 : in :fig^ :11 . provides a WWW-site 
where point earning.- and' point r spending* i.s possible. 
15 : When a. user prQfile.v-16 Is .;. communicated to a.': remote 

server 2 in the previously described way, the point ID 80 
is maLde accessible to the remote-server . 2% : Said point ID 
can then be used by the remote -server to determine the 
number of points 86 that , the ■ specific .user . has available 
20. for -spending. This is accomplished by transmitting the 
point ID 80 to the point server 82.. The point server 82 
accesses the point database 84, and transmits to the 
remote server 2 the number ^ of - points 86 'that are 
associated with 'the point: ID '8 0 ; : :. 
25 .::.j The. number: of ^points can' then-- be ' altered by a 

remote server, in accordance a/ith the user ' s .actions on a 
WWW-site . For instance , "-..the., user may be .credited a number 
of points' for using ; links., provided-, to. him/her in 
advertising material. These points can then be used at a 
30 different site . for , any type of service. 1 

■j.: ..'Iteis - to .be understood;: that the: present ^invention 
disclosed, herein not is-; limited to:-,* the above" described 
ipref erred i embodiments, t:^:. e;. on ,;; : ..:.:; 
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- CliAIMS J / . 

1. Method for identifying a user :of .a -network, such 
as the - Internet,:, said.jhetwork ..including several clients 
and several remote ■ servers ; wherein. at . least one remote 
5 server is. adapted.-.rfco*-. provide at least one client with a 
network .aceessibleo.document / such -as a hypertext 
document, in response to a request transmitted by the 
client to said remote;; server , said method including the 
. Steps of :-r .:>•■:>■ 

10 . def iningrat least' one individual user profile 

consisting., of .information about the^ user, such as age, 
sex,, interests^ etc. andbeing provided by the user, 

storing, said .at least one "predefined user profile 
in ..a memory means associated with the client ,' 
15 ... . selecting -one . of said .at least one predefined user 

: -prof ile- .in accordance with , the user that is currently 
.using {the client for accessing the network, .j*. 
. communicating -the selected user profile to the:, 

remote -server , thereby giving the remote server access to 
20 information about the user before said document is , _ 
provided to the client.. . . ;r. 

2 : Method, as - claimed in claim 1 •/ . wherein ; iizri:. 
said user .prof ile ■■ is communicated to the remote 
25 server ,by .appending a character .' sequence to the request 
transmission made by the: client to the remote server, 
said : character sequence . having a predetermined format and 
. represent ing the selected user profile . : 

30 3 , Method as claimed* in claim- 2 ; iwherein said 

. request transmission: is initiated by- a network interface 
. : in. said client , . such: as a browser , • and: wherein the 
character string is appended to':the requests transmission 
by a means for communicating the user profile. 



35 



Method as claimed in claim 2 or 3 , wherein 
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said character sequence :is- -encoded : by encoding 
means provided -in the -..olie'nt r --and said .'character sequence 
is decoded by decoding means provided in the remote 
: - -server. - ' '■- - - • " .'c ' 

S\ Method as- -claimed iit dlaim'4,. wherein a key 
- - handling Server provides' said ^'encoding' - means '..and said 

decoding means with-' inf ormation regarding if and how said 
character sequence is to be encoded and decoded 
• 10 respectively. - ■■ : V ■ 



~ 6. Method as claimed in any of the preceding 
claims, further including;; the step - of -using; .said user 
prof ile at the remote server-'f <5r.. adapting said network 
15 accessible document, ' before " said": document" 'is. provided to 
the c 1 ient . - ■ .v v- > . . ; . . .'- ' ' z 

7. Method as claimed" <-in any : of ■ the^ preceding 
claims, wherin said user 'profile : further - comprises a user 

20 ID, which enables: the remote- server to access./ from a 

second remote server, the usfer-' s - credibility . in a point 
< based credit system. : ! i • . 

8. Method as claimed in claim 1, wherein 

25 the profile is communicated to the remote server 

through a procedure, including 

transmitting said request from the client to the 
remote server, 

transmitting a second request from the remote 
30 server to the client, requesting a user profile from the 
client, and 

transmitting the user profile from the client to 
the remote server in response to said second request . 

35 9. Method as claimed in claim 8, further including 

the step of using said user profile at the remote server 
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for adapting said ^network- accessible '.document, before 
said document is. provided -.to the. client . 

10. Method as claimed in claim 8, where .said user 
5 profile further comprises a user ID, which enables the 
remote server .£o attain, ..from a second remote server, a 
credits value , .--representing a number of points available 
to the user, in a .point based credit system,. 



10 11. Method for identifying a user of . a network, 

such as the Internet, said network including several 
clients. and several remote. servers, wherein at least one 
: - . remote server -, is adapted to. provide at least one client 
with a network-accessible .document, such, as a hypertext 
.15 . document,-., in:;. response; to a request transmitted by the 
client to said remote server, characterized by v 

receiving an individual user profile at" the remote 
. . server -before -said ' document is provided to the client., 
said individual user profile- having- been selected by- the 
■2 0": user from a plurality of user prof iles ,. stored in a 
.memory means associated; with the client,;, each user 
profile consisting of information about a specific user, 
such as age, sex, interests etc. 
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Accept: */* 

Accept-Language : en-us ; . - 

Accept-Encoding: gzip, deflate 

If-Modified-Since: Fri, 15 Apr 1994 00:00:00 GMT; length=ia93 
User-Agent: Mozilla/4.0 (compatible-; • MS IE 4.01; Windows NT) 
Host: us.yimg.com 

Proxy-Connection: Keep-Alive " ' \ / 

Pragma: No-Cache /' ■ ^ 



GET /images/gl/gl52841.gif HTTP/1.0 
Accept: V* ... , 

Accept-Language: en-us . ; 
Accept-Encoding:. gzip, " deflate 

If-Modified-Sirice:' Fri, ;15 Apr 1994 00:00:00 GMT; length=1993 
User-Agent :j Wzilla/.^'Q/y^^mpatible; MSIE 4.01; Windows NT) 
Host : us .yi^mg.com • ... c , ■ 

Proxy^Cpnn^ction : Keep- Alive ? pjg g 

Pragma: No-jcache . 1 . j 

profile : xxxxxxxxxxxxxxxxxxxxxxxx 
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